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in Medical Devices

What is the difference between an SOP that |

s used and an SOP that gets

locked in a drawer? The answer might be open-source project software.

MATTHEW RUPERT
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dures that took so long to create
and that everyone was forced to
read? Of course you do! And as-
suming employees do what they
are asked, the documents were
diligently read. That’s the good
news. The bad news is that no-
body (including the author) re-
members exactly what those pro-
cedures say.

Medical device software is
audited and controlled by stan-
dards defined by 21 CFR parts
11 and 820. These long documents are oddly
phrased and difficult to apply. In many com-
panies, training a software designer on stan-
dard operating procedures (SOPs) that satisfy
the CFR involves having the developer read
the SOPs and then answer a few simple test
questions about them. The tests are graded,
signed, and placed in a permanent file.

A new developer’s job likely involves re-
viewing use cases, wiiting test seripts, and
running the scripts. When one task is fin-
ished, the next task is probably whatever
the boss tells him to work on. Soon enough,
the SOPs that were read during the first few
weeks of employment are a distant memory.

Perhaps six months into the job, an inter-
nal audit of the project is held. The purpose
of this audit is to perform activities similar to
those that might occur during an FDA audit
for a 510(K). The designer is called into some-
thing akin to an interrogation room.

The first question might be, “So, as you
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worlk, how do you know what to do?”

An answer from the new designer might
be, “Uh, well, I guess I do whatever my boss
tells me to do’

‘Wrong answer.

The auditor continues, "No, what 1 mean
is, how do you know what you are supposed
to create?”

Here, the squirming might begin. “Um,
because my boss tells me what to do... I read
the use case and requirements, and write the
test!

The questioning continues for an uncom-
fortably long time, until finally the auditor
gives up and tells the designer to return to his
cubicle.

What Was the Problem?

So what went wrong during this audit? The
most simple answer is that the designer
wasn't prepared. The employee didn't under-
stand the questions, but the overall impres-

sion is that the designer doesn't
know how to do the job.

The real problem, of course, is
the process. The stacks of proce-
dure documents, the training—
they all look good. Someone
worked very hard to come up
with everything needed to es
tablish how projects must be de
signed and developed per FDA
requirements. However, a vite
element is missing; application.

No ore on the team is neces
sarily doing anything wrong. Th
designer was just doing whatev
the boss said to do. That's a goa
thing, right? And the boss was doing wha
ever her boss said to do. Also good, right?

Well, not really. No one is following tl
SOPs, the very system that was written sp
cifically to tell each person what to do. Thr
all know about the CFR, and that procedur
had to be created to satisfy it. But the prac
cal terms are missing:

Applying SOPs

21 CFR 820 covers qualily system regu
tions (QSRs) for medical devices. It outlii
current good manufacturing practices @
explains the controls needed as part o
quality system, but it doesn’t provide m:
concrete examples or specifics on how
best apply them.

For the purposes of this article, we -
discuss SOPs only in terms of software
velopment projects. It is necessary to h
certain procedures laid out that explain
the QSRs are actually performed. To *
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nd, there are two ways to write SOPs, each
fwhich has its place.

The first approach is to tailor a number of
rocedures specifically to the project. This
ray, designers can handle changing tech-
plogies and environments. This approach is
ine for a small environment with a few con-
urrent software projects that have similar
pvironments, but it won't scale. As projects
hange, it will be necessary to revisit all of
he SOPs. The outputs of this approach can
gcome a procedural and documentation
jghtmare,

The second approach is to create SOPs
hat are agnostic in terms of environment
nd technology. These procedures are rele-
ant for more general use and for a longer pe-
bd of time, Such high-level SOPs, of course,
fe not pragmatic on their own. They need
nother layer applied in a practical way.

In this second approach, there is no tech-
fcal constraint by the procedures. The de-
dopment teams don't have to lean toward
sing a single version control system, da-
thase, ticketing system, or tool simply be-
wse it would be too difficult to refine the
0Ps. The SOPs do not hold users hostage
twhat they must use; they only define what
Esigners must do. An SOP that prevents
ficient design by prohibiting the ability to
folve with technologies and practices is a
ad SOP.

‘Many good developers view process as
dirty word, Too often, companies let pro-
tsses become so cumbersome that they
on't serve any purpose other than to frus-
fite those forced to work within their con-
nes. In such a situation, the processes are
festepped, rendering them useless.

3o how do youmake a good process? How
in an SOP be created to serve rather than
strict productivity and good design?

The answer is to let SOPs serve as guide-
tes and create work jnstructions on a per-
ioject basis that explain the practical use
[those guidelines. This is done (as com-
tthensively as possible) during the proj-
i planning, The corporate-wide SOPs are
iecified to the project, giving designers the
fportunity to determine the best applica-
ins. For a given SOP designers must have
te or several work instructions explaining
#w to implement the SOP and relevant ap-
kations. For example, if a design control
0P states, “Versioning control is used for
Nirce code” the project plan (or configura-
'n management plan) states, “Subversion
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is used for source code version control. The
repository for project X resides at...” The proj-
ect plan has the detailed work instructions
to help clarify and apply the procedures.

Remember the story about the awkward
audit interview? Our hero had read the SOPs
but didn't really know how they applied. This
is because the SOPs provided a high level of
design control, but the practical application
lived only in the heads of those who hap-
pened to be using the tools for the project,
And even if, by luck, an SOP was followed, it
was only because the approach happened to
be in line with a general guidance and not
with the specifics of any work instruction.
Those SOPs amounted to little more than lip
service paid to the CFR.

Work instructions point to the specifics
of how and when to use project teols such
as Redmine, Subversion, and Hudson (dis-
cussed later in this article). Essentially, the
SOPs can be thought of as the framework and
the work instructions as the implementa-
tion. These work instructions should enable
designers to use the technology available to
make processes applicable. It is important
not to think of these procedures as a road-
block to work—on the contrary, they should
make the work more efficient. If they do not,
it's a clear indication that something in the
process s off.

Open Source Is the Key

When it comes to handling design and de-
velopment activities of a software project, it
is a good idea to choose a plan that works
well for any software project, not just one
pursuing FDA clearance. The biggest needs
of all software development are good com-
munication and traceability. Choosing open-
sowrce software is often the best way to meet
both needs.

Project designers want to know that use
cases, business rules, requirements, docu-
ments, code revisions, hazards, and tests can
be traced backward and forward. Despite
having some excellent open-source technol-
ogy available ( for free), many companies in-
sist on manual documentation of such trac-
ing, The result is a mess of documentation
that is difficult (if not impossible) to main-
tain and likely to contain errors. Yotire just
begging an auditor to find a problem.

When used properly, software project
management tools can make detailed trac-
ing easy and downright fun. So why isn't ev-
eryone using them? Some pervasive myths
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and objections can stymie adoption of open-
source tools.

Myth: Third-Party Tools are Difficult to
Use Within the CFR. Some OEMs are under
the impression that the CFR requires that
all software and tools be validated. The CFR
states that OEMs must show intended use of
the software and show that the tools work
the way the company thinks they should.
CER doesn't exist to encourage poorly engi-
neered software. Nor is it meant to tie users
hands from the best tools available. It exists
to ensure the tools are used correctly and as
intended.

Myth: Open-Source Software Cannot
Be Trusted. Evidence to debunk this myth
could fill several articles. Widely-used open-
source software is often better supported
than its closed-source counterparts. Check
out the free software provided by GNU for
proof (www.gnu.org).

Objection: Technologies Change. How
Do I Know Subversion Will Be Used in
10 Years? You dont, and it may not be. But
using legacy systems (Visual Sourcesafe,
anyone?) is not an obstacle. The technology
may change, but servers can be maintained
and archived for as long as necessary.

Objection: We Don’t Have Time for
Such Overhead or IT Support. At the risk
of sounding cliché, OEMs don't have time to
ignore SOP application. A little forethought
streamlines the process and mitigates risk. If
a designer ever wonders how to update trac-
ing long after the completion of a software
requirement, document change, or test, the
procedures have failed. And make no mis-
take, if there is no practical approach to ap-
plying procedures, such an occurrence will
happen at some point in the project. Sure,
there is some up-front cost to be considered,
but it comes with greater efficiency through-
out the project life cycle.

The Tools
There is no one-size-fits-all approach. The
tools used must be evaluated with consid-
eration to the environment, project, and
corporate needs. Although all the tools dis-
cussed here work for a wide range of needs,
there are many worthy alternatives (Trac,
Git, Mercurial, ete.).

The tools discussed in this article are used
as follows:

M Subversion enables version control of
the entire process. It is available at www.

subversion.tigris.org.

® Redmine allows ticketing and includes
issue tracking system. Find it at www.
redmine.org

I Hudson ensures continuous integration
builds. Go to wwwhudson-ci.org

These tools serve the needs of a software
project, and are widely used and supparted.
Furthermore, they are free and have been
written by some of the best software devel-
opers in the world. In the typical corporate
environment, each tool can use LDAP au-
thentication. Each tool can be run on Win-
dows, Linux, Solaris, and MAC OSX.

Project Management
The earliest parl of any software project is
the planning phase. At this stage, the team
holds meetings to discuss high level needs.
Some presentations and documents are cre-
ated. Project management plans have not
been developed, but they should be thought
about. Creation of the work instructions
(SOP application) should begin at this stage.
The design history file (DHF) must contain
all of the historical data that goes into a proj-
ect, so even at this early stage it is necessary
to decide on a version control system and
create arepository. Even thoughno tracingis
required yet, this information should be kept
in the DHE Because the earliest phases of the
software project result in outputs that are to
be included in the DHE, it is necessary to de-
termine the version control tool and estab-
lish the version control repository early on.

Subversion

Subversion lends itself to integration with
other tools used throughout the project.
When used with issue tracking software,
every problem can be linked directly with a
set of items in the repository that are related
to addressing and resolving that issue.

It may be best to use a single version
control system and repository for all of the
material that goes into a project. Material
such as project management plans, docu-
ments, presentations, code, test data, and
results should all go into the same reposito-
ry. If documents are stored in one place and
software code is stored in another (or in a
different version control system altogether),
project traceability could be lost.

Subversion is better than many of its
predecessors because it uses changesets.
A changeset provides a snapshot in time of
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the entire project repository; When docu-
ments, presentations, or source code are
changed and committed to the repository,
a new changeset number is created. Users
can check out allitems in the repository tree
of that changeset and designers can pull ev-
erything relevant to the project at. a specific
point of change. There is no need (o tag or
label the repository to revisit a particular in-
stance in time. Every single commit to the
repository effectively results in a tag.

This is not to say that tagging is no longer
ugeful. All software releases, including in-
ternal releases, should be tagged. The work
instructions tell project engineers when and
how to perform tagging,

Subversion also allows for the control and
history of directories and files (including
name changes). The most commonly used
predecessor to Subversion, CVS, did not
maintain a version history of a file or direc-
tory ifit was renamed.

When software is released, it is typically
given some kind of version number (e.g.
1.0). This is good, but it doesn’t convey the
specifics of what went into that build. Tts a
good idea to include the Subversion change-
set number somewhere in the release. A
good way to designate the version is to use
a buildxml (or build prop) file that includes
the version number of the release, the Sub-
version changeset number, and the date of
the build. The build scripts generate the last
two values.

As far as actually using Subversion, with-
in Linux/Unix, all commands are available
from the command line. When working in
Windows, TortoiseSVN seems to perform
well. It integrates with Windows TFile Ex-
plorer, showing icons that indicate the sta-
tus of any versioned file. It also provides an
interface for viewing file differences (even
differences in the Word documents) and re-
pository history.

Ticketing and Issue Tracking
It's time to forget the notion that ticketing
systems are bug trackers. One of the previ-
ously most popular open-source tools, Bug-
zilla, even used the word bug in its name. But
issue tracking is not only for software defects.
It can be used to address documentation
needs, capture software requirements, and
handle software defect reporting.

Further, it might be best to get away from
using standard documents for the capture of
software use cases, requirements, and haz-
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ards. By capturing everything related to a
software project in our issue tracking tool,
designers can leverage tools such as Red-
mine to enhance team collaboration and
project tracing.

Redmine

Redmine has wiki power. Documents include
project management details, work instrue-
tions, use cases, requirements, and so on. Jf
management is comfortable with it, such in-
formation can be placed into the wiki.

All developer setup, lessons learned, and
other informal notes can be placed in the
wiki, which allows developers to educate
other developers. A wiki page can help all de-
velopers do their jobs better.

Another feature of Redmine is that users
can link to tickets (issues), projects, sub-
projects, and Subversion changesets. Work
instructions should explain that no ticket
can be closed without a link to a Subversion
changeset (unless the ticket is rejected).

Redmine can be configured to search for
keywords in the Subversion changeset com-
mit. For example, if a user is checking in sev-
eral files that address issue #501, they might
include a comment such as this: "Corrected
such and such. This fixes #5017

The taol can be configured to look for the
word “fixes” Redmine uses the trigger word
as a flag to close the ticket and link to the
changeset that was created when the user
did that commit. Likewise, when viewing the
Subversion history, “#501” attached to the
changeset will show up as a link to the ticket.
The tracing works both ways.

Redmine handles multiple projects and
can be used company-wide for development.
Each project can be tied toa different Subver-
sion repository. Additionally, a single project
can have multiple subprojects. Redmine gives
the flexibility to use subprojects for sprints
and specific branched versions, as follows:

® Hudson integration. Integrated users
don't have to leave the wiki to see how
the continuous integration (CI) builds
look. A specific CI can be built from any
page within the wiki or ticketing system.
M Full configurability. Everything can be
configured, including the flow of tickets.

Issue Tracking Systems

It is not enough to leave functional re-
quirements in the specification document.
Doing so does nat provide sufficient trac-
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ing, nor does it provide a clear path from
idea to functional code. Instead, designers
should institute the following steps:

M All requirements and software design
items are entered as tickets. For now they
are simply high-level (or parent) tickets
with no subtickets (children).

M The development team breaks down
each parent ticket into child tickets as
necessary. The system should be de-
signed so that the parent ticket (the re-
quirement itself) cannot be closed until
all child tickets are completed.

B Hazards (as in hazard and risk analysis)
are mitigated by a combination of docu-
mentation, requirements, and tests. Le-
verage the ticketing system to capture
hazards and provide tracing, This does
not remove the need for a traceability
matrix, but it does enhance the ability
to create and maintain it. (The Redmine
wiki could be applied for use cases, re-
quirements, hazard analysis, software
design documents, and traceability ma-
trices, thereby allowing for linking with-
in. Such a concept may be a hard sell to
management).

M Not all requirements are functional code
requirements; many are documentation
or quality requirements. These should be
captured in the same ticketing system.
Use the system to label the type of a tick-
et for different categories.

Tickets are created, closed, and modified
throughout the project design and devel-
opment phases. The project plan (created
before any code has been written) explains
the order in which tickets need to be done,
focusing on the highest-level tickets. It
might be best to use some sort of iterative
approach (and allow the development team
to use subiterations, or sprints).

Any activity that results in a design out-
put should first be captured as a ticket. The
goal here is not to describe the process,
rather, itis to illustrate the fact that a ticket-
ing system can and should be used for all
project activities.

Hudson and CI Builds

All software projects should have CI builds.
A build can be traced to a Subversion
changeset, and therefore to the ticketing
system, The CI environment, at least with
regard to the ongoing development of code,

gives a single point of overview for all other
activities. Changesets, tickets, build sta-
tus, and test coverage are visible. With the
proper add-ons, users can gain insight into
the quality of the code being developed.

Theticketing systemmust be used wisely.
With Redmine or other systems, designers
capture elements of software requirements
and software design as parents. These par-
ent tickets have one or more subtickets,
which themselves can have subtickets.

At its most basic level, Hudson runs
whatever script it is told to. Hudson en-
ables users to log the outcome, keep build
artifacts, run third-party-evaluation tools,
and report on results. With Subversion in-
tegration, Hudson can display the change-
set relevant to a particular build. It can be
configured to generate a build at whatever
interval is wanted (e.g., nightly, hourly, or
whenever there is a code commit),

Any time a code commit of significance
is done, it is good practice to check the CI
build for success. If the build is broken,
the user can immediately start correcting
the problem (and if it cannot be corrected
quickly, the user can roll the changeset out
so that the CI build continues to work until
the issue is fixed). Hudson can be config-
ured to e-mail team members on build re-
sults (e.g., if a build breaks).

The build artifacts of a project, in gen-
eral, should not be a part of the repository.
Build artifacts, such as test results, com-
piled libraries, and executables belong in
the CI build tool, where they can be viewed
and used by anyone on the tear.,

Too often, a released build is created lo-
cally on a developers machine. This is a
serious problem, because there is no way
of knowing what files were aétualiy used
to create that build. Was there a configura-
tion change? Was a bug introduced? Is it an
incorrect file version? Although developers
have good reason to generate and test build
locally, a formal build uséd for testing (o,
more importantly, release) must never be
created locally. Never.

Build artifacts are not checked into the
source control repository for a number of
reasons, but the most important one is that
developers never want to make assump-
tions about the environment in which
those items were built. The build artifacts
should instead remain in the CI environ-
ment, where the conditions within which
the build was generated are understood.
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Also, because these builds remain eas-
ly accessible and labeled in the CI build
mvironment, any team member can ac-
:ess any given build. It may become neces-
sary to use a specific build to recreate an
ssue that has been released for internal or
axternal use. If the label of the build and
-epository changeset number are known,
asers can pull the correct build from the
ZI build server to recreate the necessary
conditions.

Run Unit Tests Over and Over. Devel-
apers should do whatever they can to keep
the CI build from breaking, Common rea-
sons for breaks include the following:

M Forgetting to add a necessary library or
new file. '

M Forgetting to commit a configuration
change.

M Accidentally including a change in the
changeset.

il Having the build work locally but not on
the CI build server (the CI build server
should mimic the production environ-
ment as much as possible).

W Having unit tests work locally but not on
the CI build server because of some envi-
ronmental difference.

The most difficult software defects to
fix (much less find) are the ones that do
not happen consistently. Database locking
problems, memory problems, and race con-
ditions can cause inconsistent but serious
defects. To fix such problems, it's a good
idea to have unit tests go above and beyond
what is traditionally expected and imple-
ment automating functional testing,

Conclusion

Revisiting the story shared at the introduc-
tion of this article, if the designer had been
armed with work instructions to make
the quality system an integral part of the
daily process, he would have been much
more prepared to respond to the auditors
interrogation.

Poorly executed SOPs can be annoying
and a barrier to productivity. However, pro-
cedures that are appropriately tied to daily
activities and allow users to freely choose
the best tools can result in highly effective
development of medical device software,

Matthew Rupert is a software architect I for

Talecris Biotherapeutics in Raleigh, NC. N\
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